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Gil v. Winn-Dixie
Will the Wave of ADA Website
Cases Subside?

By Kelly M. Peiia, Miami

The Americans with Disabilities Act' (the
ADA) first became law over thirty years ago,
in 1990. Title Il of the ADA? was enacted to
prohibit private businesses from discriminat-
ing against individuals or patrons with disabil-
ities if those businesses qualify as places of
public accommodation, such as hotels, res-
taurants, and retail establishments.® Under
Title Ill, places of public accommodation are
required to remove physical barriers to ac-
cess for individuals with disabilities, so long
as it is “readily achievable.”

Title Il has a published set of regulations
and “Standards for Accessible Design” con-
taining specific requirements for physical lo-
cations so that persons with disabilities may
access a restaurant, hotel, or another place
of public accommodation, despite any mobil-
ity issues or other impairments. The Stan-
dards for Accessible Design provide detailed
descriptions, with specifications for parking
spaces, restrooms, transaction counters, and
sighage, among other things.

See “Gil v. Winn-Dixie,” page 14

Cyberattacks Surge During
the Pandemic and So Does the
Potential for Liability

Barron F. Dickinson, Tampa

The frequency of cyberattacks dramatically
increased by 600% after the shift to remote
work following the onset of the COVID-19
pandemic." According to a report by IBM,
the average total cost of a data breach was
$3.86 million dollars in 2020, and the average
amount of time it took a company to identify
and contain a data breach was 280 days.? In
addition, 76% of those surveyed by IBM re-
ported that remote work would likely increase
the time necessary to identify and contain a
data breach.?

Prior to the pandemic, a 2017 study con-

ducted by Nationwide Insurance estimated
that 58% of U.S. businesses have expe-
rienced a cyberattack.* More than 20% of
those victims reported spending at least
$50,000 on the breach and needing more
than six months to recover.’ Notwithstanding,
less than half of the businesses surveyed
had security policies and practices in place.
According to a report by the information
security company Shred-It, employee neg-
ligence remains the primary cause of data
breaches.® The report found that 47% of
See “Cyberattacks Surge,” page 15
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is a developing area of law in Florida
and the Eleventh Circuit. The Eleventh
Circuit has held that an elevated risk
of identity theft and evidence of a data
breach alone is insufficient to estab-
lish an injury-in-fact, which is neces-
sary to confer standing under Article
[l of the United States Constitution.™
Instead, a plaintiff must allege that the
data breach placed him or her at a
“substantial risk” of future identify theft
or that the identity theft was “certainly
impending.”*

The Ninth Circuit has also dismissed
claims brought by employees against
the employer following the theft of
their personal confidential information,
finding that the injuries claimed by the
employees were speculative in nature,
did not reflect any actual harm, and
that the employer did not owe a duty
to its employees to prevent their con-
fidential information from being stolen
by third parties in a data breach.'®

Notwithstanding, plaintiffs in Florida
have enjoyed a degree of success re-
cently in surviving the motion-to-dis-
miss stage when alleging data breach
claims that were premised on a the-
ory of negligence.'® For example, the
Southern District of Florida in Burrows
v. Purchasing Power, LLC' held that
theft of personal information accom-
panied by the filing of an unauthorized
tax return constitutes injury-in-fact
that was fairly traceable to the plain-
tiff's employer and a third-party ben-
efits company.'® The Middle District of
Florida reached a similar conclusion
in Torres v. Wendy’s Intemational,
LLC," where it held that that a $3 late
fee resulting from a data breach, the
loss of credit card reward points, and
the loss of cash-back rewards each
independently established cognizable
injuries-in-fact to withstand a motion to
dismiss.

Notification Obligations

Outside the litigation realm, nearly
all fifty states, including Florida and
the District of Columbia, require pub-
lic and private employers to notify af-
fected individuals of security breaches

involving personally identifiable in-
formation. In addition to notifying law
enforcement, under Florida’s Informa-
tion Protection Act of 2014 (FIPA) and
the Health Insurance Portability and
Accountability Act of 1996 (HIPAA),
employers also likely have an obliga-
tion to notify their employees of a data
breach that resulted in the theft of their
personal information.

Under FIPA, which applies to both
governmental and private entities, a
data breach, or “breach of security,”
is defined as “unauthorized access
of data in electronic form contain-
ing personal information.”?® However,
good faith access of personal informa-
tion by an employee or agent of the
entity does not constitute a breach of
security, provided that the information
is not used for a purpose unrelated to
the business or subject to further un-
authorized use.

The term “personal information” in-
cludes an individual’s first name or
first initial and last name reflected on
the following sources of data: 1) social
security numbers, 2) identity verifica-
tion documents such as a driver’s li-
cense, ID card, and passport, 3) a
financial account number or credit or
debit card number, in combination with
any required security code, access
code, or password that is necessary
to permit access to an individual’s fi-
nancial account, 4) medical records
5) health insurance documents, and
6) a user name or e-mail address, in
combination with a password or secu-
rity question and answer, that would
permit access to an online account.?!
Notwithstanding, the term does not in-
clude information about an individual
that has been made publicly avail-
able by a federal, state, or local gov-
ernmental entity, or information that
is encrypted, secured, or modified by
any other method or technology that
removes elements that personally
identify an individual or that otherwise
renders the information unusable.

FIPA requires governmental and
private entities to take reasonable
measures to protect and secure data
in electronic form containing personal
information.?? Following a data breach
that results in the unauthorized access
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of anindividual’s personal information,
an entity is required to notify each in-
dividual whose information was ac-
cessed of such breach within thirty
days.?® However, notice to the affected
individuals is not required if, after an
appropriate investigation and consul-
tation with relevant federal, state, or
local law enforcement agencies, the
entity reasonably determines that the
breach has not and will not likely result
in identity theft or any other financial
harm to the individuals whose person-
al information has been accessed.?
Such a determination must be docu-
mented in writing and maintained by
the entity for a period of at least five
years. The entity must also provide a
copy of the written determination to
the Florida Department of Legal Af-
fairs (FDLA) within thirty days after the
determination.

Entities must provide the required
notice to an affected individual by
sending written notice to the individu-
al’'s last known mailing address or an
e-mail to the individual's last known
e-mail address.?® The required no-
tice to an individual with respect to a
breach of security must include, at a
minimum: 1) the date, estimated date,
or estimated date range of the breach
of security, 2) a description of the per-
sonal information that was accessed
or reasonably believed to have been
accessed as a part of the breach of
security, and 3) information that the
individual can use to contact the entity
to inquire about the breach of security
and the personal information that the
entity maintained about the individu-
al.s

Notwithstanding, covered entities
may provide substitute notice in lieu of
direct notice if such direct notice is not
feasible because the cost of providing
notice would exceed $250,000, be-
cause the affected individuals exceed
500,000 persons, or because the enti-
ty does not have an e-mail address or
mailing address for the affected indi-
viduals.?” Such substitute notice must
include the following: 1) a conspicu-
ous notice posted on the website of
the entity if the entity maintains a web-
site, and 2) notice published in print
and broadcast media, including major



media in urban and rural areas where
the affected individuals reside.?®

If a data breach affects more than
500 individuals, an employer must
also notify the FDLA within this same
time frame.?® The written notice to
FDLA must include: 1) a synopsis of
the events surrounding the breach
at the time notice is provided, 2) the
number of individuals in this state who
were or potentially have been affected
by the breach, 3) a description of any
services related to the breach being
offered or scheduled to be offered,
without charge, by the covered entity
to individuals, and instructions on how
to use such services, 4) a copy of the
required notice provided to the affect-
ed individuals, and 5) the name, ad-
dress, telephone number, and e-mail
address of the employee or agent of
the employer from whom additional in-
formation may be obtained about the
breach.° The employer must also pro-
vide the following information to FDLA
upon its request: 1) a police report,
incident report, or computer foren-
sics report, 2) a copy of the policies in
place regarding breaches, and 3) the
steps that have been taken to rectify
the breach.®

If a data breach affects more than
1000 individuals, an entity must also
notify all consumer reporting agencies
that compile and maintain files on con-
sumers on a nationwide basis, as de-
fined in the Fair Credit Reporting Act,
of the timing, distribution, and content
of the notices.?? In addition, notice that
is provided pursuant to rules, regula-
tions, procedures, or guidelines es-
tablished by the entity’s primary or
functional federal regulator is deemed
to be in compliance with the notice
requirements of FIPA if the entity noti-
fies affected individuals in accordance
with the rules, regulations, proce-
dures, or guidelines established by the
primary or functional federal regulator
in the event of a breach of security.33
An entity that timely provides a copy of
such notice to FDLA is deemed to be
in compliance with the notice require-
ment.

Similarly, a “covered entity” under
HIPAA is required to notify individuals
whose protected health information

has been improperly accessed of a
breach within sixty days of discovering
the breach.?* In addition, if the breach
results in the unauthorized disclosure
of information relating to more than
500 individuals, an entity is required
to notify the media and the Secretary
of Health and Human Services within
this same time frame.

Neither FIPA nor HIPAA provides a
plaintiff with a private right of action to
enforce these statutes.®® However, en-
tities may still face investigations and
stiff fines from the State of Florida and
the federal government should they
fail to satisfy their obligations under
FIPA and HIPAA. For example, FIPA
provides for a civil penalty of up to
$500,000 for violations of its notice re-
quirements.3®

Legislation Proposed in
Florida

During this year’s legislative ses-
sion in Florida, a bill titted “Florida
Privacy Protection Act,” HB 969, was
introduced, containing some of the
strictest data privacy provisions in the
United States.®” In addition to creat-
ing a private right of action for con-
sumers affected by a data breach,
HB 969 also proposed to expand the
definition of personal information to
include biometric information. The bill
also provided that a consumer whose
protected information was subjected
to unauthorized access and exfiltra-
tion, theft, or disclosure as a result of
a covered entity’s failure to implement
and maintain reasonable security pro-
cedures could bring a civil action for
damages or injunctive relief. Potential
damages ranged from $100 to $750
per consumer, per violation or actual
damages, whichever was greater. De-
spite initially passing the House, the
bill as amended by the Senate died in
House Committee on April 30, 2021,
the last day of the Florida legislative
session.3®

Proactive Measures

Public and private entities should
always take proactive measures to
protect personal and confidential in-
formation. In particular, organizations
should install encryption and wiping

17

software on all employee-issued de-
vices, require complex passwords,
and establish mandatory and recur-
ring cybersecurity training to educate
employees on the latest cybersecurity
attack methods and on best practices
regarding data protection. Employers
may also want to consider adopting
and enforcing cybersecurity policies
in their handbook as more than 50%
of all security incidents are caused by
employees. In drafting such policies,
employers should also consider creat-
ing a cybersecurity incident response
plan that includes the formation of a
dedicated response team.

Finally, many insurance companies
are now offering what is called “Data
Breach & Cyber Liability Insurance.”®
Employers may want to consider con-
sulting with their current coverage
providers or exploring the general in-
surance marketplace regarding terms
and provisions of such coverage, as
well as providers’ experiences in de-
fending data breach claims brought by
third parties. Such insurance policies
may cover:. 1) losses resulting from
the breach of employee information,
2) expenses incurred for data breach
response, remediation, and notice to
appropriate legal authorities, 3) losses
resulting from business interruption
and reputational damages resulting
from the data breach, and 4) losses
suffered by third parties such as em-
ployees and third-party fraud victims.
Some insurers even offer consulting
services that can help minimize the
risk of a data breach.

Barron Dickinson
is an attorney with
the Tampa office of
Allen Norton & Blue,
a statewide firm de-
voted exclusively to
the practice of labor
and employment
law and represen-
tation of employers.
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